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2024 EEHf
EC-Council CEH B2 E it EE X 38 R 12

EC-Council Ethical Hacking and Countermeasures Course
EFREAR 'THREXREERZEER ., KU ZEBLREEEER
NMR-EREZANIENSGZ BUERTRRENTAR - EMAEMARE
M - ARRRIE -
RIEAA
1: Introduction to Ethical Hacking 11: Session Hijacking (£ £1#5)
(MABTRERAR)
2: Footprinting and Reconnaissance 12: Evading IDS, Firewalls and

CEEWR# S EARKEE) Honeypots (A& AR/ K& 2
B EEN D)

3: Scanning Networks (43 iR 75 4 13: Hacking Webservers (A fE#31k)

99 RA 1R 1)

4: Enumeration (J2 2 H &) 14: Hacking Web Application (A%
AL E )

5: Vulnerability Analysis (558 22#47)  15: SQL Injection (BERHEIEE)

6: System Hacking (AR EHE % 4%) 16: Hacking Wireless Network (A&
RIRAEE)

7: Malware Threats (REEENEE) 17: Hacking Mobile Platforms (Af%
TEIFE)

8: Sniffers (485 ESIB AT 28) 18: 1oT and OT Hacking( A& 4843
B T #7)

9: Social Engineering (X T 72) 19: Cloud Computing (ElniEH))

10: Denial-of-Service (FHERAR#KE  20: Cryptography (B E2)
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